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Introduction
The mobile-cloud era is here. It is not merely about delivering apps; it is about simplifying
processes so you can accomplish more. The mobile-cloud era is redefining productivity by
enabling workflows through the key foundations of identity and contextual experiences, mobile
collaboration, united endpoint management and security, and windows apps and desktops.
Today people work primarily from mobile sources and expect a strikingly continuous
experience across all their devices, regardless of which device they select to best accomplish
any given task. Once access is established, organizations are looking to transform processes
to mobile so they can increase efficiency and workflows for end users, thereby driving
productivity to the next level.

Enter the Digital Workspace
The digital workspace redefines the way IT delivers applications and services to users across all
devices and operating systems. It also fundamentally changes how users do their jobs in a way
that is consumer-simple, enterprise-secure, and transparent to the user.
VMware is at the forefront of preparing organizations to embrace the new mobile-cloud
era. With a deep bench of industry visionaries, VMware offers the insight and expertise that
organizations need to drive innovation with the digital workspace and transformation through
business mobility.
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The New Mobile-Cloud Era
Ownership models, cloud computing and concepts like self-service
have disrupted the traditional model for end-user computing. Today’s
mobile-cloud era users increasingly leverage a portfolio of heterogeneous
devices and applications as well as a growing set of enterprise resources and
services through wireless connections and unpredictable security environments.
As the possibilities have increased in this era, so too have the expectations that these
applications and resources will be available any time and anywhere, successfully making
a workforce more effective in how they serve the business and their customers.
With the amalgamation of users, applications, operating systems and devices within the
workforce, the digital landscape is now much more complex and difficult to manage.
Microsoft apps and desktop PCs no longer dominate the workplace; BlackBerry adoption
rates continue to decline. Cloud-native, web and software-as-a-service (SaaS) apps are
able to accomplish the same levels of productivity as legacy applications.
Given these trends and the state of innovation across the industry, the market requires a
new model. Unlike the desktop of the client-server era, the digital workspace is not defined
by a single image or a standard operating environment. It is the aggregation of all devices,
applications and services required by users, securely managed and unified by common
access and identity management, enabling IT to extend a dynamic experience to their users.
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The most common objectives of

The number of U.S. workers that

digital workplace programs are

have access to a mobile device is

boosting individual performance

approaching 100%. As more

and promoting the kind of

workers gain access to mobile

collaborative culture that leads

devices as their primary or

to better employee engagement.

secondary computing device, the
population of PC-only employees

By 2018, 30% of organizations
will formalize workforce digital
literacy strategies to improve
business outcomes and
employee engagement.
—G
 artner: “Examining the Promise and
Progress of Digital Workplace Programs
Globally”
January 27, 2016
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will tend to disappear.
— 451

Research: “Old whine in a new
bottle? GSMA Mobile 360 looks at
enterprise mobility”
November 2, 2015

Defining Productivity in the Mobile-Cloud Era
Advances in mobile technologies and mobile styles of work are creating new business
environments where employees are more effective in how they connect with customers,
and how the business competes.
A primary motivator in the transition to this new era is the undeniable impact of
consumerization upon the enterprise. IT departments are under huge pressure to support
the many new types of devices and services, all while providing the simplicity expected
from consumer experiences.
When opening University Medical Center of New Orleans, staff faced the immediate challenge
of launching a billion-dollar hospital in only a six-month time frame. From an IT perspective, the
team needed a solution that would help them lower operating expenses as well as provide the
ability to roll out applications very quickly.
University Medical Center needed to be aware of the user experience for physicians and
clinicians, making sure they had access to all the right tools that they needed any time,
any place. They realized that many had a personal favorite. Some liked to use their desktop,
whereas others preferred an iPhone or tablet. There needed to be an IT solution that would
support these preferences.

“

The opening of University Medical Center of New Orleans
is probably one of the biggest challenges and rewards
that I’ve ever experienced in my career. Not only to be part
of building in the aftermath of [Hurricane] Katrina, which
but really what we did from an IT perspective in a very short
period of time: we opened up, not just opened the doors,
but really provided a great experience for our clinicians and
our patients.
— Tanya Townsend, CIO, LCMC Health
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“

definitely has a lot of sentimental value for this community,

LCMC Health, the healthcare system behind University Medical Center, implemented a digital
workspace that not only provided what staff were already used to within the hospital, but
also tools employees could use from their homes. With the current VMware Workspace™
ONE™ technology, staff have single sign-on access to all of the applications they need to
do their jobs. They can tap their badge on a computer, sign in, and continue about their
business. With the previous system, a sign-on would take three or four minutes. For doctors
and clinicians constantly needed on different floors and different wards, all with different
computers, the advantage of single sign-on actually provides more time in their day to
practice medicine.
The VMware platform offered University Medical Center the greatest balance of performance
and cost, as well as management tools for their technical teams. As an industry, healthcare is
increasingly starting to focus on value versus volume, where preventive medicine and patient
experience are at the forefront. University Medical Center took the initiative to provide the
tools necessary for staff to proactively monitor these things.

delivered on pieces of paper that were stuck in the drawer.
That has fundamentally changed. That is no longer an issue.
Everything is electronic. It’s stored. It’s easily accessed by
multiple people from multiple sites. It has fundamentally
changed how we do things. It’s a totally different world.
— Alan B. Marr, MD, FACS, Professor of Clinical Surgery,
Vice Chair of Informatics, LSU Health New Orleans
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“

“

As a resident, we took our own x-rays, and labs were

Identity
During the decentralized days of PC domination, proving your credentials
with a simple password was standard as PCs were domain-joined and “trusted.”
Conversations were about federation and logins. Because of mobile-cloud emergence,
there is a tremendous proliferation of options and accounts. Authentication is now a
primary consideration because systems are not tied to a single device or network.
IT is no longer tasked solely with tracking a domain login for full access, as every service
may require individual authentication. The return toward centralization transfers gatekeeping
power over to every app owner who has access to a system. This has therefore created the
need for a control-point where IT can manage access to resources when the resource itself
isn’t managed by IT. For example, many of the apps found in a VMware Workspace™ ONE™
app catalog – such as Office 365, Concur, Workday or DocuSign – are SaaS apps managed by
their developer companies, and may have been purchased by a line of business rather than IT.
IT from the external developer enterprises may not have leverage to make decisions on who
can access the system, including information such as customer info, fiduciary info, or sensitive
documents and transactional data.

By 2018, 25% of organizations —

By 2019, use of passwords

up from less than 5% today — will

and tokens in medium-risk

reduce data leakage incidents by

use cases will drop 55%

33% through reviewing privileged

due to the introduction of

session activity.

recognition technologies.

— Gartner:

“Predicts 2016: Identity and Access Management”
December 7, 2015
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By 2019, 40% of identity-as-a-

By 2019, more than 50% of

service (IDaaS) implementations

organizations will implement risk-

will replace on-premises identity

appropriate contextual authentication

and access management (IAM)

for privileged access management,

implementations, up from

up more than 30% from today.

10% today.
— Gartner:

“Predicts 2016: Identity and Access Management”
December 7, 2015

When someone leaves a company, the individual now has the ability to take their login with
them until someone remembers to send a request to all of the various SaaS operators with
which the employee may have had accounts. With so many disparate systems, IT can’t go out
and source all needs. Industry-wide adoption of identity protocols like SAML (Secure Assertion
Markup Language) allows an enterprise identity provider to insert itself between employees
and public SaaS apps so that access may be controlled through IT, while making things simple
for employees who are no longer forced to remember multiple credentials.
In the mobile-cloud world, organizations have endless possibilities to transform work
processes through mobile devices, but many of these tasks happen in a mobile moment,
just a few seconds at a time. If it takes more time than that to access an app, employees
simply will not engage with it. Leveraging the trust established between an employee and
their smartphone can become a powerful source of authentication in itself and can remove
the need for passwords.

By 2018, 95% of global enterprises will have both a choose
your own device (CYOD) and a formal bring your own device
(BYOD) plan in place.
—G
 artner: “Implement BYOD, CYOD, and COPE to Serve All Employees”
October. 22, 2015
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Mobile Collaboration
Given the explosion of mobile, organizations face a choice.
They can use a secure email client, despite a really rough user
experience that people wouldn’t adopt without brute force. Or
they can broadly open all gates for an unmanaged solution where
people share their information without the ability to really manage any
of the attachment control or content.
As enterprise efficiencies continue to emanate from an ever-expanding multitude
of places, users deserve a better experience than what exists in pre-installed native
apps on their devices. These apps do not provide a consumer-simple, enterprise-secure
experience, quite simply because they were never designed for business.
Consider the number of emails you receive asking to schedule a meeting. True mobile
collaboration would allow you to see one of these messages and immediately propose
a date with the full capabilities you would have if you were seated in front of a desktop
running Outlook. Furthermore, ponder the power of being able to swipe across a message
and take action through enterprise integrations – all without having to jump through
four links and loads, not to mention numerous sign-ins.

The capability to do work is

As more office spaces are outsourced

limited by the environment in

and more employees work outside

which workers find themselves.

the office, IT must manage elements
of employee workspaces they do

Equipment allocations by the
general worker class fail to take
advantage of individual work
styles, and the needs of workers
in geographically and physically
different environments.
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not control.
—G
 artner: “Use Gartner’s Workspace Integration
Model to Impact Worker Productivity”
April, 11 2016

Unified Endpoint Management and Security
The landscape is changing as delineations among desktop, laptop, and mobile devices blur.
If you look at Microsoft’s strategy with Windows 10, the operating system is a mobile platform
regardless of its form factor, with all of the enterprise and ability management application
program interfaces (APIs) to administer anything within an operating system stack. That
presents huge new opportunities to rethink the way that we manage both the OS of a
device and the security layer for Windows.
Additionally, bring your own device programs – whether formal, informal, or stalled amid
concerns regarding security, complexity, cost, or business models – are a reality enterprises
must deal with. IT is now tasked with finding a centralized model of maintaining policy and
management, based on potential risk about what types of information or applications can
be accessed, depending on where the user is, what type of device they may have, or other
security measures deemed necessary. Finally, all of this has to be scalable.

By 2018, at least 50% of major

By 2020, sophisticated criminals will be

security information and event

able to beat 80% of the organizations

management (SIEM) vendors

who have deployed advanced analytic

will incorporate user and entity

systems, through social engineering

behavior analytics (UEBA)

and other processes that escape the

functionality into their products.

purview of the analytics.

—G
 artner: “The Fast-Evolving State of Security Analytics, 2016”
April 4, 2016
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Windows Apps and Desktops
As recently as two years ago, the assumption was that any new application development
strategy would be written for the web, where users would be able to access any application
via a browser. But the continuing proliferation of devices requires the need for traditional
desktop Windows apps to coexist and be accessible alongside web, SaaS and mobile apps.
The success of an application is, in part, dependent upon the success of the underlying
operating system. When PCs were the only devices, having a single version of Windows
simplified application development, delivery, and management. But gone are the days of
client/server computing where Windows was the sole option and end users performed tasks
from one device and one location. As platforms and device types diversified, developers
faced a choice of competing platforms. APIs were not unified across mobile, desktop, and
embedded versions of Windows.
Despite the emergence of web and mobile proliferation, people still need to manage legacy
apps. Businesses need to get assets to all applications across operating systems and devices.
The beauty of desktop virtualization is that customers can seamlessly make that transition, as
well as provide new apps. And with VMware Workspace ONE, that also includes mobile apps.

Native architectures are still the most

“As organizations continue

frequently used (58%) technical

to seek ways to enable an

architectures for custom built apps,

increasingly mobile and global

up 17% from the previous year; hybrid

workforce, savvy IT leaders will

architectures increased during the

look for comprehensive virtual

same period, while mobile Web apps

client computing software

built declined.

solutions to optimize end-user

—G
 artner, Survey Analysis: “How Enterprises Are
Tackling Mobile App Development in 2016”
January 28, 2016

experiences across varying
device types, enabling access to
corporate applications and data
anywhere, any time, any place.”
— IDC: “Worldwide Virtual Client Computing
Desktop as a Service–Enabling Software
Forecast, 2015–2019”
October 2015

10 | 4 PILLARS BEHIND THE EVOLUTION OF END-USER COMPUTING

Benefits
The architecture deployed today needs to work with devices that have not even been invented
yet. From wearables to 3D graphics workstations, keeping employees productive means that
their information needs to be available when and where they are.
For IT, the digital workspace simplifies the ability to deliver technology and changes the
conversation with lines of business.
For lines of business, the digital workspace streamlines operations and creates competitive
advantage by creating experiences and outcomes that weren’t possible before.
For users, the digital workspace changes the way work gets done and boosts effectiveness
while keeping user privacy fully transparent.
VMware Workspace ONE is the simple and secure enterprise platform that delivers and
manages any app on any smartphone, tablet or laptop. By integrating identity management,
real-time application delivery, and enterprise mobility management, VMware Workspace ONE
engages digital employees, reduces the threat of data leakage, and modernizes traditional IT
operations for the mobile-cloud era.

that was easy and natural for everyone, whether

“

“

We wanted to create a digital workspace in a way
our employees had previous digital experience or not.
Workspace ONE has helped us make that happen.
— Per Brantsing Karlsson, CIO, Akademiska Hus
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Conclusion
VMware’s goal is to help bridge the client-server world with that of the
mobile-cloud, helping companies move from the now toward the future.
Digital transformation at VMware comes via two forms; digitally transforming
the infrastructure, making it more software-enabled and cloud-ready, and digitally
transforming the workplace.
The digital workspace represents both the environment that IT delivers to users and the
environment that users leverage to access their critical business resources. Unlike the desktop
of the client-server era, it is not defined by a single image. It is the aggregation of all devices
and the applications and services required by users, securely managed and unified by common
access and identity.
The digital workspace supports the need for simplified, unified management of all device
end points, while providing a new, more efficient model for delivering and managing
enterprise applications to users across all of their devices. It also supports advanced security
models required to protect sensitive enterprise data and intellectual property across a more
mobile workforce.
The digital workspace also maintains a tight relationship with unified hybrid cloud strategies,
supporting cloud application models, leveraging innovative capabilities like identity-as-aservice, and supporting desktop transformation strategies such as desktop-as-a-service.
Just as the desktop became the dominant, defining model for end-user computing during the
client-server era, so too will the digital workspace define the model for end-user computing in
the mobile-cloud era.
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