3 WAYS TO
REDUCE THE
RISK OF DATA LOSS
Protect Information with the Right Security Strategy
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Security Is More Important Than Ever
Amid the fast-moving digital landscape, security risks are on the rise. People, devices, and objects are more
connected than ever, which increases the number of endpoints IT has to protect. At the same time, environments
are rapidly changing and growing more dynamic, making it difficult to detect and respond to threats.
To keep information safe, IT has to secure all interactions among users, applications, and data—not an easy task
when they’re constantly moving and multiplying. But being complacent isn’t an option, and the stakes are too
high to continue relying on outdated, traditional security solutions.

$3.62M

Average cost of a
data breach in 2017,
up from $3.2M in 20151

+20%

Increase in cybercrime
between 2010–2016, the
fastest-growing cause
of data center outages2

$740,357

Average cost of a
data center outage
in 20163

1. Ponemon Institute 2017 Cost of Data Breach Study: Global Overview, June 2017
2, 3. Ponemon Institute, “Cost of Data Center Outages,” January 2016
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Preventing Data Loss in the Workplace:
Business Challenges
The burden of
compliance is growing
Managing various users, devices, and ownership models
across all platforms is growing increasingly complex.
IT teams are facing challenges such as:
• Providing different access permissions to different types of users
• Managing various ownership models like BYO, corporate-owned,
and corporate-owned, personally enabled (COPE)
• Maintaining visibility into a growing number of device types, such
as mobile, rugged, IoT, and laptops
• Ensuring access across more platforms than ever, including iOS,
Android, Windows, macOS, and Chrome OS

IT is also responsible for
managing risk and compliance,
which can be particularly
demanding in heavily regulated
industries like financial services
and healthcare. But in reality,
all industries are affected.
As IT organizations evolve
their infrastructure and adopt
the public cloud, compliance
challenges only continue
to grow.

• Keeping up with the fast-moving threat landscape, which includes
exploits, malware, and botnets
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Preventing Data Loss in the Workplace:
End User Challenges
End users are also experiencing more complexity in the digital era. Security measures, while
important, can negatively impact their experiences by unnecessarily blocking access to data
or introducing hurdles that slow them down to the point of frustration. Employees want to
be productive—and they’ll find a way to get their jobs done. Employees may download apps
and use workarounds (commonly called “shadow IT”), even if they aren’t in compliance
with IT policies.
While workers want to maintain access to everything they need, they also worry that
their private information might be exposed to their employer. Maintaining personal
privacy without access limitations is a priority for employees—but even everyday
tasks like sharing files or receiving emails can compromise data security.
Users will not give up their personal devices or apps—but IT can’t risk losing
information daily. How can organizations keep data, users, and applications safe
without compromising usability and productivity? It all starts with a strategic
approach to the digital workspace.
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Better Data Protection Starts
with the Right Approach
A digital workspace strategy gives you the confidence that your business is protected.
Bigger than any one technology, a digital workspace strategy enables IT to shift away from
device standardization and asset management to a user-first model that bolsters security
and improves experiences across devices, networks, locations, and operating systems.

VMware provides a unified digital workspace platform that helps organizations:

1. B
 uild an access
management
strategy that
embraces cloud and
native mobile apps

2. M
 odernize
application lifecycle
management to
encrypt and wipe
apps and their data

3. V
 irtualize apps
and desktops to
ensure no trace
is ever left behind

In the pages that follow, we’ll explore each one in detail.
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1. Build an Access Management
Strategy That Embraces Cloud
and Native Mobile Apps
Approaching security in an intrinsic way builds protection into every part of
the digital fabric, from the data center to the cloud. It prevents security gaps
by touching every user, device, and use case, across application infrastructure
and endpoints. It also requires a comprehensive access management solution
that protects corporate applications and data on any network.
VMware enables this approach with solutions that encompass users,
endpoints, apps, data, and networks.

The VMware access management solution includes:
• Single sign-on access to any resource, such as native, web, remote, virtual,
and Windows apps and infrastructure
• Multi-factor authentication on any endpoint
• An app catalog that gives users instant access to any IT app or service
• Self-service capabilities for users
• Admin access limitation based on role
• Privacy-by-design approach that assures users that personal apps and data
remain invisible to IT
• The use of Per-App VPN, which is highly effective at securing remote
mobile endpoints
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Changing the Game:
From Device VPN to Per-App Tunnel
Device VPN is the traditional method of accessing data on the corporate network, but leaves
security holes. Malware on any app on the device can make its way into the corporate network.
VMware takes a superior approach with Per-App VPN, also called the VMware Tunnel, which
allows VPN access on a per-app basis to corporate resources that are residing in a secure
internal network. Combining VMware Tunnel with VMware NSX® allows organizations to further
enhance security across their corporate network using micro-segmentation, helping reduce
risk of malware from spreading inside the datacenter.

Per-App VPN provides:
• Silent connection. When an authorized app launches, VMware
Tunnel establishes a silent connection for seamless and secure
access without prompting for corporate VPN log-on to the user.

VMware
Tunnel

VMware
NSX

• Restricted access. It ensures app-level security by allowing only
specific internal and public apps to access corporate resources.
• Secure traffic. VMware Tunnel can also couple with NSX for
micro-segmentation to help secure east-west traffic in the data
center, where corporate apps and data reside.
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2. Modernize Application Lifecycle
Management to Encrypt and
Wipe Apps and Their Data
As devices, users, and endpoints multiply, IT needs the ability to protect
corporate data through encryption, passcodes, data loss prevention (DLP)
policies, and remote lock-and-wipe if a device is compromised.

Enabled by policy-driven controls from VMware, IT can:
• Keep end user personal information safe
• Maintain security without impacting user experience
• Provide an end-to-end, comprehensive security posture
• Access policies based on data, device, apps, user, and location
• Limit content sharing among work apps with advanced DLP policies,
including copy and paste restrictions, encryption, and geofencing
But policy-driven controls are only one aspect of automating IT.
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Intelligent Insights, Planning, and
Automation Help Improve Security
Making sense of all the device, app, and user data available in an organization
requires intelligence. Greater visibility, smart planning capabilities for deployments,
and automation that provides remediation are three ways of leveraging the
intelligence gained from a digital workspace platform. They also help improve
security, compliance, and user experience across a digital workspace environment.
Greater visibility allows IT to search and query the environment to analyze data,
identify patterns, and detect anomalies. Planning app and policy deployments help
IT intelligently deliver patches and security policies. Automating IT processes can
help improve security and ensure compliance.

VMware simplifies security management with a single-pane
view that provides:
• Adaptive management that gives users the power to adopt BYO programs
• Risk-based conditional access policies that help protect access rights
• Automatic remediation that detects threats at the app, user, device,
or network level
• A compliance platform that standardizes automation and
streamlines compliance
• A compliance framework that supports additional security services—
on-prem or in the cloud
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3. Virtualize Apps and Desktops
to Ensure No Trace Is Ever
Left Behind
The digital workspace solution from VMware gives IT the ability to securely
deliver published apps and virtual desktops (VDI). Once virtualized, users
can enjoy secure, anywhere access to their Windows apps and desktops.
To help strengthen security, air-gapped access with virtual apps ensures
that non-trusted devices never touch the enterprise network, while remote
users can access the enterprise applications they need.
This approach to the digital workspace does more than move apps off
potentially insecure or lost or stolen laptops and desktops—it can help
encompass identity and integrated endpoint management for more control.

Supporting capabilities include:
• Password management

• User access control

• Wipe/refresh virtual desktops at every login

• Centralized backup

• Conditional policies

• Centralized patching

You can also couple published apps and virtual desktops with VMware NSX for greater security
with isolated networks using micro-segmentation across east-west traffic in the data center.
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Start Minimizing Your
Risk Today
In today’s rapidly evolving threat landscape, it’s never too soon to
think about potential security breaches and data loss. And while
keeping data safe can be daunting, it’s entirely doable. With a
marketing-leading digital workspace solution, you can transform your
IT security into a visible, streamlined, and highly effective approach.
VMware offers the digital workspace solution you need to reduce the
risk of breaches across your data, applications, and users—without
compromising usability or ease of access. With a ubiquitous software
platform that spans infrastructure and endpoints, you can meet the
needs of both your business and your end users. Why not start now?

GET STARTED TODAY

Learn more about digital workspaces >
Test-drive a digital workspace in a Hands-on Lab >
Join Us Online:
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